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04 Error Handling

V1 Exception X2

1list™)
t getProposal(@RequestBod

ult = Result.successInstance();
't param = new JSONObject(json);
String did = param.getString(“did");
iCheck.checkAuthorities(Command

daptor();
getIdentifier

result.setData(JsonBu
eturn result;




04 Error Handling

V1 Proposal - get list

B B
"command":"1listPropesal”,
"did": "GorwligiMbozGxySHkMaztD",
"payload": 01
"LowerBound":"2015-08-18T14:40:23+0%: 00", }
"UpperBound":"2020-05-27T03:39:52.2512",
"Index":"Updatedit”

"status":500,
"message" :"Internal Server Error",

"data":"{\"Ccde\":8004,\"Payload\":null, \"Descripticn\":\"no data found in

blockchainh™}™

v Status : HTTP Status Code

v' Message : HTTP Status Message

v Data : Exception Content




04 Error Handling

V2 Exception X 2]

GsonBuilder() .excludeFieldsWithoutExposeAnnotation().create();
g=on.tolson(param) ;

~ fabric = new FabricAdaptor

rray reguestor = JsonBuilder.getIdentifier{did);

Object gResult

T, requestor,




V2 Proposal - get list

public enum ErrorType {
Blockchain FabricException,
VendorException,
DatabaseException,
DuplicatedException,
FileException,
WrongTypeException,
ContentException,
AuthorizeException

Middleware




05 Upload File

Prm - resolver

LEVLES, did);

etComtext();

iskLevels(
-

m(result, Command.




05 Upload File

Prm - set risk

stag | /v2/graphgl 200 OK 256 ms

Multipart 2 w

= file A privacy_risk_levels.json

": "privacy risk_lewvels.json file saved successfully.”,
= operations Fguery":"mutation{$input: BaseRequesti{setF -~ [ ‘command™: "levels™

= 4

SNP[¥X:]




B2B - upload html

Ioeal | /v2/graphgl - 25.8 ms

Multipart 4 « Auth Query 1 der |2 : Preview ~ Header '8

"data": {
"uploadHtml®: {
“"command”: “uploadhitml®™,
file [ test2.html T} "result®: [
{

file [ test.html

- "originalFilename”: “test.himl”,
file [ test3.html I “fullurlpath™: "http://localhost:8598/cec282c48561141e910besaasq69ed24/hitml/ sveupz /test . html ™
}J

ti "query™: "mutation($did: String) {uploadHtmli{did: § ) i
operations fquery ¢ 9 {up ¢ "originalFilename": "test2.hitml",

“fullurlpath®: "http:/flocalhost:8598/cec2B3Ic4a561141e910b894a546%ed 24/ himl / 8velpz/test? . himl™

: "test3.himl",
: "http://localhost:gs9e/cec283c48561141e910be24a5469ed 24 fhiml / swveupz /test3 .. himl"™




05 Upload File

Operations

v Prm - set risk

{
"query":"mutation($input: BaseRequest) setRisk( query
{setRisk(param:$input) param - AEI X'” 2 7CC->I =

): PrivacySetResponse

{message command}}"”,
"variables":{"input": privacy mutation
{"did":"NfoPEFaG1adkCpijR85L66",“command”:"levels”}}

}

$variable name
- variablesOfl Z2|& parameter

did
command

v - .
B2B - upload html query name(parameter : $variable name)

{ - parameter ‘2]

"query": "mutation($did: String) uploadHtmi(

loadHtml(did: $dd clid:String .

:up oa dm( Ilt{ .' .) il U ): UploadLocationResponse Varlables

command result{originalFilename fullUrlPa , C
R s g J . " b2b Mutation - query nameoﬂ gcl-}” E‘”Ol E-I x‘—-l EI-
variables":{"did":"NfoPEFaG1adkCpijR85L66"}
}



Auth - token (Single)

POST + |stag /v2/graphql Send - 32 ms 209 B A Minute Ago ~

GraphQL - t lery ar Preview v

query {
sipnin {blob: {

sipnature : accessToken":
"7558at4%ed63859cc FRCSTICb7feda2c6 27641 41542289bC32180e 3ddfedBenen 253 Te 7683 e1b21adea4163e8b7e82b4deb7 9262165 "eylBeXAL0LIKVIQILCIhDGCc101IIUZTINIIS . eydyb2 x 1T joiVWNFUITSIMRhdGE 101 JHNXI 30X FETWI vekd4eVNIa@lhenREIIw1ZXhWI JoxN] [yMDk40TgINDUS T . 2W
2552e3001976d221da4" YP3mZ43uS0ypE 13 2XKBePCW-T14IpLXVo1AMXXAKM"
verkey : "9DqsZBptri7epgxe3k2xwlaFwHsdostiursasgPrebrbt® H
did : "aSrwsgAMbozGxySHkMaztD" 1

H




« 5 2| HH

- token (Multi)

POST + |stag /v2/graphgl 3 Minutes Ago ~

GraphQL ~ Py JEry jer 1 Preview v

query { i
"data": {
signin {(blob: { "user®: {
gnature : "accessToken":
"7558af49ede28s9cc7Ec5F7cb7foda2ce276afafs42200bc32180e 3ddFepeeces253fe7fe22e1b21ade94163e8b7e82b4adeh7226c 2165 "eyleeXAiloilkviQiLCohbeci0ilTUZTINIIS. eyIyb2x 1T joiVWNFUITS IMRhdGE 101 IHNX] 30X FETW vekd4evNIa@1henRET IWiZxhwI joxNj yMDk40DkwNIEYFQ. R7
255223001976d221des" BCx9Iflojay0stlgqa0zkhao29Hwvayalojgmseqmy™
verkey : "9DqSZBptrf7Kgxe3K2XwaFwHsdostiursasQPRgbrbt™ T
did : "G5rwigAMbozGxySHkMaziD" "snplab”: {
"accessToken":
"eyleexAioilkviQiLCIhbecinilIUzTINIIS . eydyb2x 1T joiuesQTEFC IIwiZGFeYSIGIKSmblEFRMFHMWFK a8NwalpSODVMN TYILCI1eHAIOJE2MjIWOTEA0TAZM]BS .
JekjEL2uzZSAGYSEXS3-gP10ZMETAHDK3ISZ61zd 1 NOks ™
I
"b2b": {
signin (blob: { "accessToken":
5 ture : "eyleeXAiloilKviQILCIhbeci0ilIUzTINIIS . eydyb2x1TjoiuesQTEFC IIwiZGFeYSIGIKSmb1EFRMFHMWFK a8NwakpSODVMN TYILCI1eHAIOJE2Mj IWOTEA0TAZMIRS .
"e2cf3e81des8cleas7E8fad14006141e5b 7666663 C Baca2eb58611624978TadseacdbbE47 27685aeeeba7de7 223235 a18bbeo4a5855 RAp2008-5238100WRbIdKCQsYsOCr4IBdFQ81NBQ31E"
382dal3dEcS77cd428b” T
verkey : "CozvABVEQEsPVmMUKECENCKCPivivDkponyEDvEZnXpus®™ 1
did : "NfoPEFaGladkCpijRa5LEs" ¥
0

accessToken

sipnin (blob: {
signature :
"e2cf3i681de58c16a578fad14086141e5b79e6666b53c Baca26b58611694973fad5easdbbE47 27685a8e6ba7ds7 2a22a5a18bbe34a5855
3g2dal3decs77cd438b”
verkey @ "CoOzZvASVEQSsPYVMUKECENCKCPivivDkponyEDVB2ZnXpus"™
did : "NfoPEFaGladkCpljRESLE6"
N
accessToken

}
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API Test Tool & Call URL

Swagger

API Tool : https://openapi.myd.world/api
API Call : https://openapi.myd.world

Playground

API Tool : https://openapi.myd.world/v2/playground
API Call : https://openapi.myd.world/v2/graphg|

* Production(&-2)2 Playground Tool X| & o+&t,

SNP[EX:]



Security & Privacy Labaratory



